[image: image1.emf]


Forensics and Intrusions in a Linux Environment (FILE)





Topics Covered





Identifying an Intrusion


Explore and analyze various methods used by intruders�tc "Recognize and shutdown various operating systems"��tc "Hardware Familiarization"��tc "Identify and handle computer-related devices that may be used as evidence"�


Perform passive reconnaissance to identify system information


Use probing techniques of ports, operating system fingerprinting, and application scans


Examine attacking methods, including password attacks, buffer overflows, and backdoors





System and Case Preparation�tc "Operating Systems Shutdown Techniques"�


Use various investigative tools to gather evidence of a network intrusion�tc "Recognize and shutdown various operating systems"�


Use The Sleuth Kit and Autopsy tools to analyze a Linux-based system for evidence


Use Ethereal to analyze network log files for evidence of an intrusion


Install and use an evidence drive, The Coroner’s Tool kit, and jpcap


Learn about the Case Jacket and how to use it to report your findings


�System Analysis


Analyze data found on the Linux victim machine


Identify key Linux directories


Identify, examine, and verify evidence acquired by first responders


Use Autopsy to conduct hash analysis, perform key word searches, recover deleted files, and extract and view system logs





Log Analysis 


Examine system logs for intrusion evidence


Analyze network traffic and binary logs


Interpret firewall and proxy server logs


Interpret IDS and router logs





Course Description


A scenario-based course that teaches how to conduct detailed Linux-based data analysis in a laboratory environment. Conduct forensic media analysis and log file analysis to determine the specifics of a Linux-based intrusion.





Learn . . .�tc "Learn to . . ."�


Tools and analysis techniques to analyze network traffic of an intruder and correlate the findings with forensic evidence found on a Linux victim machine.





Who Should Attend?�tc "�Who Should Attend"�


Training is available to DoD and federal law enforcement intrusion analysts.


�tc "Training is available to DCIO/MCA investigators and prospective lab examiners."��Prerequisites


Successful completion of Introduction to Networks and Computer Hardware (INCH) and Incident Responders Course (IRC), 


or test-outs.
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