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Introduction to Networks and Computer Hardware (INCH)





Topics Covered





Computer Hardware


Apply knowledge of computer hardware and functionality


Configure and install specific components


Completely disassemble, reassemble, and troubleshoot an IBM-compatible �computer system


Describe how various hardware components communicate


Operating Systems�tc "Operating Systems Shutdown Techniques"�


Recognize and use various operating systems�tc "Recognize and shutdown various operating systems"�


Use major MS-DOS OS commands and prepare an MS-DOS boot disk


Describe the OS/hardware relationship


Use Windows 98, Windows XP, Windows 2003 Server, and Red Hat Linux


Install and configure Windows XP and Red Hat Linux


Configure and establish a client/server model based on the Windows 2003 domain


Network Devices


Learn network hardware devices used to connect network components in both a local and wide area network environment�tc "Introduction to the legal aspects pertaining to the search and seizure of computers"�


Describe the function of hubs, bridges and routers in a network


Describe inter-network connectivity devices and how they work


Recognize security devices used on a network and their function


Network Connectivity


Understand how networks are configured and the hardware used �to connect servers, workstations and peripherals�tc "Properly seize and preserve computer systems and related components for evidence"�


Identify different connection configurations on a network


Know the function of different types of connection hardware


Describe the characteristics of different types of transmission �media and associated connector hardware


Network Topology and Protocols


Know the different topologies used in implementing local and wide area networks and learn the function of protocols�tc "Properly seize and preserve computer systems and related components for evidence"�


Know logical and physical network implementations


Learn the characteristics of star, bus and mesh topologies


Define the functions of a protocol


Learn the characteristics of TCP/IP, IPX/SPX, ATM and FDDI protocols








Course Description


This course is a combination of lecture and hands-on practical exercises that introduce investigators and analysts to the fundamental computer and networking technologies related to computer crime investigations.





Learn to . . .�tc "Learn to . . ."�


Relate computer technologies to the type of and location of potential evidence


Identify the role of hardware components in computer systems


Assemble computer and network components into a functional system


Perform basic troubleshooting of hardware and software


Identify the role of network hardware components in network communications





Who Should Attend?�tc "�Who Should Attend"�


Training is available to DCIO and CI investigators and prospective lab examiners.


�tc "Training is available to DCIO/MCA investigators and prospective lab examiners."��Prerequisites


None.
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