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Incident Responders Course (IRC)





Topics Covered





Evidence Handling


Learn basic first response evidence collection and preservation techniques for different network operating systems


Learn the necessary preparatory actions for responding to a home computer environment or a network incident


Learn tools and system commands for first response evidence collection in Sun Solaris, Red Hat Linux, and Windows 2000 network operating systems:


Volatile information


Imaging





Network Protocols�tc "Operating Systems Shutdown Techniques"�


Know what function different network protocols provide�tc "Recognize and shutdown various operating systems"�


Identify the OSI Model and its seven layers


Know the TCP/IP protocol stack and the functions of its protocols


Identify basic known attacks for several of the TCP/IP protocols





Routers and Firewalls


Know the main functions of a router and firewall and identify what type of information can be gathered on-site


Understand what routers and firewalls are and how they work


Identify what information can be secured from a router or firewall to help in a network investigation





Network Sniffers and IDS


Know the main functions of a sniffer or intrusion detection system and identify what type of information can be gathered on-site


Understand what sniffers and intrusion detection systems are and how they work


Identify how sniffers are used by both hackers and investigators


Learn how investigators use intrusion detection systems





Course Description


Students learn how to respond to both a home computer environment and a network incident in a business environment.





Learn . . .�tc "Learn to . . ."�


First Responder Basics of Microsoft Windows 2000, Red Hat Linux, and Sun Solaris network environments


Incident response preparation


Evidence collection for first responders of a network incident





Who Should Attend?�tc "�Who Should Attend"�


Training is available to DCIO and CI investigators and prospective lab examiners.


�tc "Training is available to DCIO/MCA investigators and prospective lab examiners."��Prerequisites


Successful completion of the DCITP Introduction to Networks and Computer Hardware (INCH), or the test-out





Basic Knowledge Needed


Computer hardware and networking


Basic UNIX commands


LAN/WAN devices (e.g., hubs, routers, etc.)
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