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Mac Forensic Examinations (McFE)





Topics Covered





Apple Computer Technologies


Apply knowledge of Apple hardware, software, and file systems to forensic examinations�tc "Recognize and shutdown various operating systems"��tc "Hardware Familiarization"��tc "Identify and handle computer-related devices that may be used as evidence"�


Apple hardware such as the PowerBook G4, Power Mac G5, iMac, iBook, and iPod


OS X and Apple software for Internet browsing, e-mail, digital photography, and office productivity


HFS, Extended HFS+, and other file systems supported by OS X





Seizing and Imaging Macintosh Systems�tc "Operating Systems Shutdown Techniques"�


Apply knowledge of Apple hardware and operating systems to seize and image Macintosh systems�tc "Recognize and shutdown various operating systems"�


Multiple Macintosh form factors


Macintosh OS media


Acquisition of Macintosh OS media


�Analysis


Conduct forensic examinations of Macintosh systems


Examining web-related evidence including web-enabled features of iDisk and .Mac 


Analyzing e-mail


Analyzing documents produced by Microsoft Office X, AppleWorks, and Adobe software


Recovering deleted files and examining OS X system files


Performing library analysis


Searching and identifying files using the GUI and the command line interface


Handling encryption





Course Description


This course is a combination of lecture, instructor-led demonstrations, and hands-on practical exercises that introduce investigators and analysts to the fundamental concepts necessary to perform a forensic examination of a Macintosh computer system.





Learn to . . .�tc "Learn to . . ."�


Seize and image Macintosh OS media


Use Macintosh OS X graphical user interface and command line interface to examine data from OS X media


Apply knowledge of Apple file systems and applications to forensic examinations of Apple Computer systems





Who Should Attend?�tc "�Who Should Attend"�


Training is available to DCIO and CI investigators and prospective lab examiners.


�tc "Training is available to DCIO/MCA investigators and prospective lab examiners."��Prerequisites


Successful completion of Introduction to Networks and Computer Hardware (INCH) and Incident Responders Course (IRC), 


or test-outs.
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