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Network Monitoring Course (NMC)





Topics Covered





Network Monitoring Preparation


Identify the key components for establishing network monitoring


Select personnel with the proper skill sets/traits and know training requirements


Know facility design requirements and equipment needs





Windows AIS


Configure Windows network monitoring AIS


Install and configure software including Etherpeek, Coolminer, jpcap, ngrep, Keystroke Loggers, and VNC


Deploy Windows AIS


Collect, analyze and verify data


�Linux AIS


Configure Linux network monitoring AIS


Install and configure software including Etherpeek, jpcap, ngrep, and Keystroke Loggers


Deploy Linux AIS


Collect, analyze and verify data





Course Description


Examines the legal aspects of monitoring, installing, securing, and deploying network-monitoring equipment. Install and configure Windows and Linux to monitor network traffic on Ethernet-based networks.





Learn to . . .�tc "Learn to . . ."�


Create and deploy an Automated Information System (AIS) for data collection


Legally monitor network traffic


Configure both Windows and Linux network monitoring AIS


Analyze gathered data in both Windows and Linux environments





Who Should Attend?�tc "�Who Should Attend"�


Training is available to DoD and federal law enforcement agents and prospective intrusion analysts.


�tc "Training is available to DCIO/MCA investigators and prospective lab examiners."��Prerequisites


Successful completion of


Introduction to Networks and Computer Hardware (INCH) and Incident Responders Course (IRC), 


or test outs. Also requires completion of Forensic and Intrusions in a Solaris Environment (FISE), or Forensic and Intrusions in a Windows Environment (FIWE), or Forensic and Intrusions in a Linux Environment (FILE).
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