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Online Undercover Techniques (OUT)





Topics Covered





Internet Fundamentals


Learn the basics of how the Internet works and how people use it to communicate.�tc "Identify and handle computer-related devices that may be used as evidence"�


Understand Internet protocol


Understand the role of Internet service providers during investigations


Learn techniques to make your connections anonymous


Learn principles of and uses of encryption and steganography





Collecting and Preserving Evidence�tc "Operating Systems Shutdown Techniques"�


Learn how to prepare a workstation to collect evidence.�tc "Recognize and shutdown various operating systems"�


Learn what hardware and software you need


Learn to wipe your media


Learn to clean your system of malicious code


�Online Investigations


Understand and use online communications, file sharing, and evidence collection techniques to answer the following: Who is the target? What evidence is available? How to preserve the evidence?


Understand monitoring on-line communications


Use Internet chat


Use instant messaging


Use peer-to-peer file sharing


Use electronic mail


Use file transfer protocol


Use Usenet newsgroups





Legal Guidelines


Understand the guidelines and legal issues that pertain to on-line undercover activities using these techniques.


Understand legal authorities


Understand the application of ECPA, PPA, and FISA


Understand entrapment and lack of predisposition








Course Description


A combination of lecture, instructor-led demonstrations, and practical exercises that focus on the techniques used to conduct online undercover investigations.





Learn  . . .�tc "Learn to . . ."�


Online communication methods and their roles in investigations.


What on-line information constitutes evidence and how to preserve it.


Key legal concepts of conducting on-line undercover investigations.





Who Should Attend?�tc "�Who Should Attend"�


Training is available to DCIO and CI investigators and prospective lab examiners.


�tc "Training is available to DCIO/MCA investigators and prospective lab examiners."��Prerequisites


Prior undercover investigations training preferred.





Basic Knowledge Needed


Computer hardware and networking


Undercover investigations training and experience
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